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About Course

The CIPP/US (Certified Information Privacy Professional US) Certification
Training from InfosecTrain provides a comprehensive understanding of the U.S.
privacy and data protection landscape, equipping professionals with the
knowledge required to navigate complex federal and state privacy laws. The
course covers the foundations of privacy, the U.S. legal framework, and the
enforcement of privacy and security laws, while also addressing government
and court access to private-sector information, including law enforcement

requests and civil litigation disclosures.

Learners gain in-depth insight into state privacy and breach notification laws,
sector-specific data use regulations across healthcare, finance, education,
telecommunications, and marketing, and the role of the Federal Trade
Commission in cross-sector privacy protection. The program further explores
workplace privacy obligations throughout the employment lifecycle, enabling
participants to confidently manage privacy compliance, support organizational

governance, and prepare effectively for the IAPP CIPP/US certification exam.
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Course Objectives

You will be able to:

Understand the U.S. privacy and data protection framework
Interpret key federal, state, and sector-specific privacy laws

Apply privacy requirements in real-world business scenarios
Understand government and court access to private-sector data
Comply with state privacy and breach notification laws

Manage industry-specific data use obligations

Apply workplace privacy principles across the employment lifecycle
Support privacy governance and compliance programs

Prepare confidently for the IAPP CIPP/US certification exam

www.infosectrain.com
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Target Audience

Privacy Officers & Privacy Managers
GRC & Compliance Professionals

Legal & Regulatory Teams

Data Protection Officers (DPOs)

o
o
o
® Cybersecurity & Risk Professionals
o
@ IT, Security & Governance Leaders
o

Consultants & Auditors

Pre-Requisites

® No mandatory legal background required
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Exam Details

Multiple Choice Questions, including
Exam Format Standalone Questions and
Scenario-based (Case Study) Questions.

Number of Questions 90

Exam Duration 150 Minutes
Passing Score 300 Out of 500
Exam language English
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Course Content

m The U.S. Privacy Environment

@ Understand the foundations of privacy and data protection.

@ Identify the international and state-specific comprehensive laws with
extraterritorial scope.

@ Learn the U.S. legal framework.

@ Understand how privacy and security laws are enforced.

Q@ Getthe U.S. view of information management.

m Government and Court Access to Private-Sector Information

@ Learn the requirements for making personal data available to law
enforcement and national security agencies.
@ Know the privacy issues related to disclosure of personal data in civil

litigation (e.g., e-discovery, cross-border data flow, etc.).

m State Privacy and Breach Notification Laws

@ Comply with state data security and breach notification laws.

@ Work within the boundaries of federal and state authorities.

© Understand key state-specific privacy and data security laws.

www.infosectrain.com
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Data Use by Sector

@ Learn data collection and use regulations specific to the medical,

financial, education, telecommunications and marketing industries.

©@ Understand Federal Trade Commission cross-sector privacy protection.

m Workplace Privacy

@ Understand workplace privacy concepts.

@ Maintain privacy before, during and after employment.
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