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SC-900

Microsoft Security,
Compliance, and
Identity Fundamentals

CERTIFICATION TRAINING

B ™ Microsoft
B Partner

KEY FEATURES

» Access to the recorded sessions
« Flexible training schedule
« Certified & Experienced Instructors

« Training support
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Overview

SC-900: Microsoft Security, Compliance, and Identity
Fundamentals certification training course is structured to
make a candidate aware about fundamental knowledge of
Security, Compliance, and Identity (SCI) concepts across
cloud-based Microsoft solutions. The Microsoft Security,
Compliance, and Identity Fundamentals certification training
course at Infosec Train provides candidates with the training
and tools they need to pass the SC-900 exam.

We all know that security is at the top of the priority list for
effective digital environments and initiatives. This training
course will explain the basics of security, compliance, and
identity management. Candidates should be familiar with
Microsoft Azure and Microsoft 365, as well as how Microsoft
security, compliance, and identity solutions may be used to
deliver a holistic, end-to-end solution across various solution
areas.
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Target Audience

SC-900 training course is intended for:

* Business stakeholders
* New or existing IT professionals

« Students who have an interest in Microsoft security, compliance, and identity
solutions

Pre-Requisite

« Basic IT knowledge

« Basic concepts of cloud computing and networking
« Basic concepts of Identity, Compliance, and Security
« Familiarity with Microsoft Azure

« Familiarity with Microsoft 365
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Why Infosec Train?

+—+
Certified & Flexible Schedule
Experienced Instructor

Post Training Tailor Made Training
Support
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1

Access to the

recorded
sessions

O

4 hrs/day in
Weekend/
Weekday
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Exam Information

Exam Name Exam SC-900: Microsoft Security,
Compliance, and Identity Fundamentals

Exam Format Multiple-choice questions, multi-
response, case study

Number of Questions 40-60
Languages English, Japanese, Chinese (Simplified),
Korean, Dutch, French, Spanish,

Portuguese (Brazil), Russian, Arabic
(Saudi Arabia)

Exam Fee $99 USD
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COURSE OUTLINE

Domain 1: Describe the Concepts of Security, Compliance, and Identity

» Describe security methodologies
» Describe security concepts

» Describe Microsoft Security and Compliance principles

Domain 2: Describe the capabilities of Microsoft Identity and Access
Management Solutions

- Define identity principles/concepts

» Describe the basic identity services and identity types of Azure AD
« Describe the authentication capabilities of Azure AD

 Describe access management capabilities of Azure AD

» Describe the identity protection & governance capabilities of Azure AD

Domain 3: Describe the capabilities of Microsoft Security Solutions

« Describe basic security capabilities in Azure
« Describe security management capabilities of Azure
« Describe security capabilities of Azure Sentinel

- Describe threat protection with Microsoft 365 Defender (formerly Microsoft
Threat Protection)

« Describe security management capabilities of Microsoft 365

« Describe endpoint security with Microsoft Intune

Domain 4: Describe the Capabilities of Microsoft Compliance Solutions

- Describe the compliance management capabilities in Microsoft

« Describe information protection and governance capabilities of Microsoft 365
« Describe insider risk capabilities in Microsoft 365

« Describe the eDiscovery capabilities of Microsoft 365

« Describe the audit capabilities in Microsoft 365

« Describe resource governance capabilities in Azure
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