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Microsoft certifications are in high demand of employers and most sought-out 
skills for IT personnel. The Information Protection Administrator course is                         
structured in such a way that the candidate should be able to understand the 
organizational needs to identify critical data, prevent data loss, and govern the 
data. This course explains how data governance and information security are 
seen in any organization. It demonstrates implementing data loss protection                  
policies, sensitive information types, sensitivity labels, data retention policies, and 
Office 365 message encryption.

The candidate will learn how to plan and implement controls that meet                                   
organizational compliance needs. They assist organizational control owners to 
become and stay compliant. This course will teach you how to convert                             
specifications and compliance controls into technical execution. This course will 
help you become familiar with the profile of Information specialists and                          
Compliance professionals. 



Target Audience
The Microsoft Information Protection Administrator SC-400 Certification is 
intended for:

It is also recommended that you complete the ‘Microsoft Security, Compliance 

and Identity Fundamentals SC-900 Certification’.

• Risk Practitioner
• Administrator
• Security Engineer

Pre-Requisite
• Basic knowledge of Compliance and Security
• Understanding of Microsoft 365 products and services
• Basic understanding of information protection concepts
• Awareness about cloud computing concepts
• Aware of Microsoft security and compliance technologies
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Why Infosec Train?

Certified & 
Experienced Instructor

Flexible Schedule Access to the
recorded
sessions

Tailor Made Training 4 hrs/day in 
Weekend/
Weekday

Post Training
Support
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Exam Information

Exam Format Multiple Choice Questions, Drag and
Drop, Multiple Answers, Scenario-
based, etc.

Exam Duration 120 Minutes

Registration fees $165 USD

Number of questions 85

Language English



Domain 1: Implement Information Protection

• Create and manage sensitive information types

• Create and manage trainable classifiers

• Implement and manage sensitivity labels

• Plan and implement encryption for email messages

Domain 2: Implement Data Loss Prevention

• Create and configure data loss prevention policies

• Implement and monitor Microsoft Endpoint data loss prevention

• Manage and monitor data loss prevention policies and activities

Domain 3: Implement Information Governance

• Configure retention policies and labels

• Manage data retention in Microsoft 365

• Implement records management in Microsoft 365
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COURSE  OUTL INE
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