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Course Highlights

32-Hour LIVE Instructor-Led Training

ISACA Premium Training Partner

Master Information Security Governance & Incident Management

Apply Incident Management Tools & Techniques

Design & Implement Information Security Controls
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Build & Manage Business Continuity & Disaster Recovery Plans

Delivered by Certified CISM Instructors with Industry Experience

Post Training Support and Telegram Group Access Till Exam

Access to Recorded Sessions
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About Course

The CISM certification, which is focused on information security management,
promotes worldwide security practices and acknowledges the expertise of
professionals who manage, oversee, and monitor an organization’s information
security. The CISM certification is a worldwide recognized benchmark of
excellence in this field, and the demand for skilled information security

management experts is on the rise.

o Information
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Course Objectives

® Establish and evaluate Information Security Governance frameworks,
organizational structures, and compliance requirements

© Develop and implement Information Security Strategies aligned with
business objectives and governance standards

© Identify and assess emerging risks, threats, and vulnerability deficiencies
across enterprise environments

© Apply risk treatment strategies, including risk response, control
ownership, and continuous risk monitoring

® Build and manage Information Security Programs covering policies,
controls, frameworks, and awareness training

© Design, implement, and evaluate security controls across preventive,
detective, and corrective domains

© Manage external service providers and third-party security risks within
the information security program

® Develop and execute Incident Response, Business Continuity, and
Disaster Recovery plans for organizational resilience

© Apply Incident Management Tools and Techniques for Investigation and
Containment

® Conduct post-incident reviews and apply lessons learned to strengthen

organizational security posture
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Target Audience

Security Consultants and Managers

IT Directors and Managers

Security Auditors and Architects

Security Systems Engineers

Chief Information Security Officers (CISOs)
Information Security Managers

IS/IT Consultants

Chief Compliance/Privacy/Risk Officers
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Pre-requisites

The CISM is a desirable certification if you have at least five years of information
security work experience and at least three years of work experience in three or
more job practices analysis areas of information security management. Work
experience must be achieved within 10 years of applying for certification or within

5 years of passing the exam.

The following security-related certifications and management experience in
information systems can be used to replace the required amount of information

security job experience.

Two Years

Certified Information Systems Auditor (CISA) in good standing Certified
Information Systems Security Professional (CISSP) in good standing
Post-graduate degree in information security or a related field (e.g., business

administration, information systems, information assurance)

One Year

One full year of information systems management experience One full year of
general security management experience Skill-based security certifications (e.g.,
SANS Global Information Assurance Certification (GIAC), Microsoft Certified
Systems Engineer (MCSE), CompTIA Security +, Disaster Recovery Institute
Certified Business Continuity Professional (CBCP), ESL IT Security Manager)

Completion of an information security management program at an institution

aligned with the Model Curriculum
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Course Content

m Cloud Concepts, Architecture, and Design (17%)

© ENTERPRISE GOVERNANCE

v Organizational Culture
v  Legal, Regulatory and Contractual Requirements

v  Organizational Structures, Roles and Responsibilities

© INFORMATION SECURITY STRATEGY

v Information Security Strategy Development
v Information Governance Frameworks and Standards

v  Strategic Planning (e.g., Budgets, Resources, Business Case)

m Information Security Risk Management (20%)

© INFORMATION SECURITY RISK ASSESSMENT

v  Emerging Risk and Threat Landscape
v Vulnerability and Control Deficiency Analysis

v  Risk Assessment and Analysis

© INFORMATION SECURITY RISK RESPONSE

v  Risk Treatment / Risk Response Options
v  Risk and Control Ownership

v  Risk Monitoring and Reporting

www.infosectrain.com Version 4.0
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Information Security Program (33%)

© INFORMATION SECURITY PROGRAM DEVELOPMENT

v

C L < X

Information Security Program Resources (e.g., People, Tools,
Technologies)

Information Asset Identification and Classification

Industry Standards and Frameworks for Information Security
Information Security Policies, Procedures, and Guidelines

Information Security Program Metrics

© INFORMATION SECURITY PROGRAM MANAGEMENT

C L < < X

<

Information Security Control Design and Selection
Information Security Control Implementation and Integrations
Information Security Control Testing and Evaluation
Information Security Awareness and Training

Management of External Services (e.g., Providers, Suppliers,
Third Parties, Fourth Parties)

Information Security Program Communications and Reporting

www.infosectrain.com
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Incident Management (30%)

© INCIDENT MANAGEMENT READINESS

Incident Response Plan
Business Impact Analysis (BIA)
Business Continuity Plan (BCP)
Disaster Recovery Plan (DRP)

Incident Classification/Categorization

C L L L < X

Incident Management Training, Testing and Evaluation

© INCIDENT MANAGEMENT OPERATIONS

Incident Management Tools and Techniques
Incident Investigation and Evaluation

Incident Containment Methods

C L < X

Incident Response Communications (e.g., Reporting,

Notification, Escalation)

<

Incident Eradication and Recovery

Post-Incident Review Practices

<
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Testimonials

Muskan Aggarwal - 2nd
Associate Consultant at KPMG Global Services (KGS) || 150 27001:20... + Follow
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3% Achievement Unlocked! %

I'm excited to share that after months of hard work and dedication, I've officially
passed the Certified Information Security Manager (CISM) exam! This journey was
both challenging and rewarding, and I'm proud of the effort and perseverance it
took to reach this milestone.

A special thank you to Prabh Nair, hose guidance and support
were invaluable throughout my preparation. Your expertise made all the
difference, and I'm grateful for your encouragement every step of the way!

This milestone is a big step in my career, and I'm looking forward to leveraging
this knowledge to help organizations improve their information security
practices.

Onward and upward!

#CISM #CyberSecurity #Gratitude #ProfessionalDevelopment
#ContinuousLearning

CISM Exam Result Notification - Exam 1D (S RN

ISACA denctrapiyislinsca.crgo O 0 EneM s By @ &

Muskan Agganal

wet Corp [CISM, CC, ITILv3 F + Follow

I'm hapgy to share that 've obtained a new certification: Certified Information
Security Manager ((15M) from ISACA!

Thanks Prabh Mair and fur the guidance and support,

CISM Sy
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Samintra Majumdor

Arvind Shekhar CISM® - 2nd
CyberSecurity operations Lead@ [EM-#talks SecOps,GRC Certified © ... + Follow
2w « Edited » @

I'm thrilled to announce that | passed the ISACA CISM exam on my first attempt!

A Special Thanks %
| want to extend my heartfelt gratitude to my parents for always believing in me.
Your unwavering support has been my anchor throughout this journey.

| also appreciate invaluable training and guidance vig Infosec Train

Thank you to everyone who supported me along this journey! £

CONCONCONCONCONCONCONCONC
CISM Searhimse:™

ISACA harety cartifies that

Arvind Shekhar
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Neeraj Sharma - 3rd+ + Follow

Chief Manager - Infosec | CISM | CC | Zscaler Digital Transformation ...

Tmo « @
@ X1 © Proud to announce that I've earned my CISM certification!
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I'd like to extend my heartfelt gratitude to my loved ones who supported me
throughout this journey. Thank you to my children, Manvi and Vedansh, for
giving me the time and space to study. And to my mother and wife, thank you
for your unwavering care, encouragement, and support. Your sacrifices and
understanding mean the world to mel

I'd also like to extend a big thank you to mentor & Educators Prabh Nair

Infosec Train

This achievement wouldn't have been possible without your love and support.
Thank you again! #CISM #Certification #FamilySupport #Gratitude #GRC
#Infosec #cybersecurity #SecurityCertification
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Khaja Nizamuddin - 2nd =+ Follow
MBA | PGD (Cyber Security) | Ex-Deloitte | CISA | CISM | GRC | TPRM...

Tmos

Conquered CISM! S

Check out my article on my journey to CISM certification and how | passed—
excited to learn, grow, and support fellow professionals!

#CISM #CyberSecurity"

www.infosectrain.com

F  Khalid Duduke . - s
BAEA | AP | CI5A | CieM | B0-27007 L ] G2 CC | ITIL Intermedabe-30 | ITIL
@

1 am happy 10 shane that | have obtasned o new certification: CIEM (Certified
Infermation Secunty Manager] from ISACA. Many thanks fnr the
excellent training and support till the last moment. Special thanks to my

mentors S wraiet 3] S for the guidance and support. Thank
you for all those who helped me in my journgy for this cemafication
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Contact us Follow us on

www.infosectrain.com @ 0 @ o

sales@infosectrain.com




